ATTACHMENT 1: FAR AND DFARS CLAUSES

Orders issued against this BPA are subject to the clauses included in the underlying GSA Schedule and the
additional FAR and DFARS provisions and clauses listed below. Ordering Offices may add additional FAR,
DFARS, FAR supplement, or local clauses at the order level as deemed necessary by the requiring activity.

This BPA incorporates one or more provisions and clauses by reference, with the same force and effect as if they
were given in full text. The full text of clauses may be accessed electronically at these addresses:

http://www.acq.osd.mil/dpap/dars/dfars/index.htm

http://acquisition.gov/comp/far/index.html

CLAUSES INCORPORATED BY REFERENCE
52.232-37 Multiple Payment Arrangements.
252.203-7000 Requirements Relating to Compensation of Former DoD Officials (SEP 2011)

252.203-7002 Requirement to Inform Employees of Whistleblower Rights (SEP 2013)

252.226-7001 Utilization of Indian Organizations, Indian-Owned Economic Enterprises, and Native
Hawaiian Small Business Concerns (Sep 2004)

252.227-7015 Technical Data—Commercial Items (FEB 2014)
252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016)
252.232-7009 Mandatory Payment by Government-wide Commercial Purchase Card (MAY 2018)

252.232-7010 Levies on Contract Payments (DEC 2006)

252.243-7002 Requests for Equitable Adjustment (DEC 2012)

252.244-7000 Subcontracts for Commercial Items (JUN 2013)

252.244-7001 Contractor Purchasing System Administration — Alternate I (MAY 2014)
CLAUSES IN FULL TEXT:

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (Jul 2018)

(a) Definitions. As used in this clause—

Covered article means any hardware, software, or service that—

(1) Is developed or provided by a covered entity;

(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entity; or
(3) Contains components using any hardware or software developed in whole or in part by a covered entity.

Covered entity means—
(1) Kaspersky Lab;



(2) Any successor entity to Kaspersky Lab;
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L.
115-91) prohibits Government use of any covered article. The Contractor is prohibited from—

(1) Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced
in the performance of the contract.

(c) Reporting requirement. (1) In the event the Contractor identifies a covered article provided to the Government
during contract performance, or the Contractor is notified of such by a subcontractor at any tier or any other source,
the Contractor shall report, in writing, to the Contracting Officer or, in the case of the Department of Defense, to the
website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the Contracting
Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the
Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided
at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:

(i) Within 1 business day from the date of such identification or notification: The contract number; the order
number(s), if applicable; supplier name; brand; model number (Original Equipment Manufacturer (OEM) number,
manufacturer part number, or wholesaler number); item description; and any readily available information about
mitigation actions undertaken or

recommended.

(i1) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this

clause: Any further available information about mitigation actions undertaken or recommended. In addition, the
Contractor shall describe the efforts it undertook to prevent use or submission of a covered article, any reasons that
led to the use or submission of the covered article, and any

additional efforts that will be incorporated to prevent future use or submission of covered

articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all
subcontracts, including subcontracts for the acquisition of commercial items.

(End of clause)

FAR 52.217-9 Option to Extend the Term of the Contract (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 120
months.

(End of Clause)

FAR 52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013)

a) Except as stated in paragraph (b) of this clause, when any supply or service acquired under this contract is subject to any
End User License Agreement (EULA), Terms of Service (TOS), or similar legal instrument or agreement, that includes any



clause requiring the Government to indemnify the Contractor or any person or entity for damages, costs, fees, or any other
loss or liability that would create an Anti-Deficiency Act violation (31 U.S.C. 1341), the following shall govern:

(1) Any such clause is unenforceable against the Government.

(2) Neither the Government nor any Government authorized end user shall be deemed to have agreed to such clause by
virtue of it appearing in the EULA, TOS, or similar legal instrument or agreement. If the EULA, TOS, or similar legal
instrument or agreement is invoked through an “I agree” click box or other comparable mechanism (e.g., “click-wrap” or
“browse-wrap” agreements), execution does not bind the Government or any Government authorized end user to such
clause.

(3) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal instrument or agreement.

(b) Paragraph (a) of this clause does not apply to indemnification by the Government that is expressly authorized by statute
and specifically authorized under applicable agency regulations and procedures.

(End of clause)
252.239-7018 Supply Chain Risk.
SUPPLY CHAIN RISK (OCT 2015)
(a) Definitions. As used in this clause—

“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR 2.1, any equipment, or
interconnected system(s) or subsystem(s) of equipment, that is used in the automatic acquisition, storage, analysis,
evaluation, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of
data or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if the equipment is used by the agency directly or is
used by a contractor under a contract with the agency that requires—

(1) Itsuse; or
(i) To a significant extent, its use in the performance of a service or the furnishing of a product.

(2) The term “information technology” includes computers, ancillary equipment (including imaging peripherals, input,
output, and storage devices necessary for security and surveillance), peripheral equipment designed to be controlled by the
central processing unit of a computer, software, firmware and similar procedures, services (including support services), and
related resources.

(3) The term “information technology” does not include any equipment acquired by a contractor incidental to a
contract.

“Supply chain risk,” means the risk that an adversary may sabotage, maliciously introduce unwanted function, or otherwise
subvert the design, integrity, manufacturing, production, distribution, installation, operation, or maintenance of a national
security system (as that term is defined at 44 U.S.C. 3542(Db)) so as to surveil, deny, disrupt, or otherwise degrade the
function, use, or operation of such system.

(b) The Contractor shall mitigate supply chain risk in the provision of supplies and services to the Government.

(c) In order to manage supply chain risk, the Government may use the authorities provided by section 806 of Pub. L.
111-383. In exercising these authorities, the Government may consider information, public and non-public, including all-
source intelligence, relating to a Contractor’s supply chain.

(d) If the Government exercises the authority provided in section 806 of Pub. L. 111-383 to limit disclosure of
information, no action undertaken by the Government under such authority shall be subject to review in a bid protest before
the Government Accountability Office or in any Federal court.



(End of clause)



